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age, weight, address, marital status, family
history, religious afhliations, and whatever
else shows up in the electronic deposits of
personal data that evervbody emits in the
network economy. America is becoming a
landscape where public spaces and traffic
flows are monitored, with license plate
numbers retrieved and drivers’ addresses
and census information analvzed for
deeper demographic trends: a continent
digitally mapped so that satellite cameras
can be trained on almost any tract house
or building in any city and the results
matched with details about cach parcel,
down to the location of every gas meter.
The global transition from a predomi-
nantly mass production economy to one
oriented toward mass customization, Mr,
SAMArajiva recognizes, Creales enormous
demand for networks to collect detailed
data— mostly from transaction-generated
information (TGl)—about customer be-
havior. Yet, he writes, “the firm knows
about the customer, but the customer does

not have equivalent information about the
firm. . . . The firm extracts information
more or less involuntarily in the form of
TGI, while the customer has 1o rely on ad-
vertising disseminated by the firm." This is
not necessarily the way things have to be.

‘The firm knows about
the customer, but the
customer does not have
equivalent information
about the firm.’

While mass customization makes more
precise customer-marketer interactivity
inevitable, Mr. Samarajiva believes that it
could be based on cither consensual or co-
ercive surveillance. From the perspective
of privacy advocates, the underlying eco-
nomic process and channel proliferation
hold potential for good outcomes—if cor-

porations see the benefits of consensual
surveillance. Alternately, if customers dont
defend their privacy, coercive surveillance
will grow entrenched. The prospects for
privacy will become dim.

A decade ago, Congress denied the FBI
clearance to enter national databases,
These days technology makes such privacy
legislation irrelevant for the commercial
sector. Everything is for sale: public records
are sold to corporations for hundreds of
millions of dollars annually to maintain
budget-strapped bureaucracies (Rhode Is-
land makes $9.7 million every year by sell-
ing its DMV records). Huge loopholes let
corporations ignore the lines between legal
and illicit data. If consumers don’t act now,
this standard will be locked into place.

Something like Mr. Gelernter's mirror
world—the aim, perhaps, of all science—
is inevitable: what's at stake are citizens'
rights in that context. W~

Mark Williams is a science writer living in
Oakland. Write to him at markred@aol.com.
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